
 

Crossbow Labs LLP
Level - 5, #146, Gopal Towers, Ramaiah 
Street, Domlur, Bangalore India 560008 
+91 80 470 91427

Date: 24th Jan, 2020 

To, 
MyGate (Vivish Technologies Pvt Ltd), 
315 Work Avenue, #257, 3rd and 4th Floor, 
16th Cross, 5th Main, Sector 6, 
HSR Layout Bangalore KA 560102 

To Whom It May Concern 

Sub: Steps taken by MyGate (Vivish Technologies Pvt Ltd), for Protecting Privacy of Personally Identifiable 
Information (PII) under GDPR 
 
We, at Crossbow Labs (hereinafter will be referred to as “CBL”), have worked with MyGate (Vivish Technologies 
Pvt Ltd), in implementing a well-secured operating environment to help MyGate (Vivish Technologies Pvt Ltd) 
cater to the security and privacy requirements of its customers and users as part of its GDPR Readiness 
Program. 
 
As part of our engagement with MyGate (Vivish Technologies Pvt Ltd), we have assisted  MyGate (Vivish 
Technologies Pvt Ltd) in implementing robust security controls and privacy practices based on the “Defense in 
Depth”, “Privacy by Design“ and “Privacy by Default“ principles to carry out business with its customers and 
users securely including:  

1. ISO 27001 Certification - The GDPR stipulates that organisations should select appropriate technical 
and organisational controls to mitigate any identified risks. The majority of the GDPR’s data protection 
arrangements and controls are also recommended by ISO 27001 and MyGate has achieved this 
certification 

2. Continuous Compliance – Both GDPR and ISO 27001 recommend that the security and privacy controls 
are continuously monitored, reviewed and updated, MyGate has formalized this based on ISO 27001 
ISMS audit process 

3. Risk Assessment – GDPR specifically requires a risk assessment done to ensure an organisation has 
identified all the risks that can impact personal data, MyGate has completed this using the ISO 27001 
risk assessment framework. 

Additionally, we have assisted in laying out the following measures/process to maintain the privacy of 
customer’s and users Personally Identifiable Information: 

4. Formalized the role of the office of Data Protection Officer (DPO) to handle all customer queries w.r.t. 
privacy and handling of Personally Identifiable Information



Crossbow Labs LLP
Level - 5, #146, Gopal Towers, Ramaiah 
Street, Domlur, Bangalore India 560008 
+91 80 470 91427

5. Define the roles and responsibilities of the DPO to ensure consistent commitment to customers and 
users' personal information privacy 

6. Draft and Apply a GDPR Privacy Notice to all customers and users at the time of engagement that 
outlines, 

a. What Personally Identifiable Information is collected 
b. How Personally Identifiable Information is collected 
c. How Personally Identifiable Information is used, including for analysis, if any  
d. To whom and how the Personally Identifiable Information is shared with  
e. How long Personally Identifiable Information is retained 
f. How a customer can access his Personal Information maintained with MyGate (Vivish 

Technologies Pvt Ltd)  
g. How a customer can delete his personal information if he chooses to do so 
h. How the customer is provided an opportunity to declare his/her consent for collecting, 

retaining, profiling, and sharing his Personal Information with MyGate (Vivish Technologies Pvt 
Ltd) 

7. Draft and Apply a GDPR centric Data Privacy Policy to ensure that all employees are consistent in 
handling Personally Identifiable Information obtained from their customers and users 

8. Draft and Apply a Subject Access Request Procedure to ensure that all customer requests regarding 
Personal Information are managed on a timely basis 

9. Draft and Apply a Data Breach Notification procedure to ensure that there is a communication 
protocol in place to inform and respond to queries from the customers, users and the supervisory 
authority (depending on the country(s) of operation), whenever there is a breach in privacy 

10. Help set up a consent management process to ensure that consent from the customer and users is 
obtained in case of any new services/changes to existing services being offered by MyGate (Vivish 
Technologies Pvt Ltd)  
  

Kindly note CBL’s involvement is limited to the initial set up and implementation of the above-mentioned 
processes/measures. However, the responsibility of maintaining the operating effectiveness of the above-
mentioned processes/measures for every customer/transaction lies entirely with MyGate (Vivish Technologies 
Pvt Ltd) only. CBL is neither responsible for maintaining day to day operating effectiveness of privacy controls 
and processes with regard to Personally Identifiable Information of the customers and users nor any 
consequences arising out of such non-maintenance. 
 

Sincerely, 

Umamaheswara Rao.M 
GDPR Lead Consultant


